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Abstract: Detecting fake images has become a critical challenge in the era of advanced image 

generation and manipulation techniques, such as those produced by Generative Adversarial 

Networks (GANs). In this study, we propose an advanced Convolutional Neural Network (CNN) 

architecture integrated with regularization techniques to improve the accuracy, generalization, and 

robustness of fake image detection. Our model is evaluated against five state-of-the-art approaches, 

including methods based on visual artifacts, forensic classification, and spectral inconsistencies. The 

proposed model achieves a validation accuracy of 91%, significantly outperforming existing 

techniques, with the lowest validation loss of 0.27 and superior precision, recall, and F1-score metrics. 

Through comparative analysis, we demonstrate the model’s ability to effectively address challenges 

in detecting subtle manipulation artifacts across diverse datasets. This work highlights the potential 

of our method as a reliable solution for ensuring the integrity of visual media and combating the 

proliferation of fake images. Future directions include further optimization for real-time applications 

and adaptation to evolving manipulation techniques. 

Keywords: Fake Image Detection; Convolutional Neural Networks; CNNs; Image Forensics; 

Overfitting Mitigation. 

 

1. Introduction 

In the digital age, the proliferation of fake news has emerged as a critical challenge to the 

integrity of information. Fake news refers to fabricated or deliberately misleading information 

presented as factual, often disseminated with the intent to deceive, manipulate public opinion, or 

influence critical decisions. With the rapid growth of social media and digital communication 

platforms, the spread of fake news has been amplified to unprecedented levels, reaching millions of 

people instantly. While textual misinformation alone has significant consequences, the integration of 

fake images into fake news narratives has further magnified its impact, lending a sense of credibility 

and authenticity to otherwise baseless claims. 

Fake images, created or manipulated using advanced technologies such as GANs, have become 

powerful tools in the dissemination of fake news. These images can misrepresent events, distort facts, 

or create entirely fabricated scenarios that appear visually convincing. For example, manipulated 

images have been used in political campaigns to smear opponents, in social movements to incite 

unrest, and even in business contexts to mislead stakeholders. The combination of fake news and fake 

images poses a unique threat, as humans are naturally inclined to trust visual evidence. This 

dangerous synergy underscores the urgent need for reliable and robust detection systems capable of 

identifying fake images with high accuracy. 

The challenges of detecting fake images lie in their increasing sophistication and realism. 

Modern generative models, such as Style GAN and Cycle GAN, can produce high-fidelity fake 

images, replicating intricate details like textures, lighting, and spatial coherence. These advancements 

often render traditional detection techniques ineffective, as they rely on obvious visual artifacts that 
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are no longer present in state-of-the-art generated content. Moreover, the diversity of manipulations 

from subtle edits like blending or resizing to entirely AI-generated images requires detection systems 

to be highly adaptable. Compounding these difficulties are adversarial attacks, where fake images 

are deliberately engineered to bypass detection algorithms. 

This study addresses these challenges by proposing a Convolutional Neural Network (CNN)-

based approach for detecting real and fake images. CNNs are particularly suited to this task due to 

their ability to extract hierarchical and intricate features from image data.  

The dataset used in this study is carefully curated to include a balanced combination of real and 

fake images, ensuring diversity in content, quality, and manipulation techniques. Figure 1 shows the 

fake vs. real image. 

 
Figure 1. The fake vs. real image. 

  

Preprocessing techniques are applied to the dataset to ensure optimal input for the model. These 

include resizing images to a consistent size, normalizing pixel values, and augmenting the dataset 

with transformations such as flipping, rotation, and scaling. The Image Data Generator module from 

Keras is employed to implement real-time data augmentation, enhancing the model's ability to 

generalize across diverse scenarios. 

 To optimize the training process, EarlyStopping is incorporated as a callback mechanism. 

EarlyStopping monitors the validation performance during training and halts the process when no 

significant improvement is observed. This not only prevents overfitting but also reduces 

computational overhead. The performance of the model is evaluated using standard metrics such as 

accuracy, precision, recall, F1-score, and a confusion matrix. Visualization tools like Matplotlib are 

employed to analyze training progress, including trends in accuracy and loss over epochs. 

The integration of fake images in fake news narratives makes it imperative to address both the 

technical and societal implications of this problem. By focusing on the detection of fake images, this 

study contributes to the broader effort of combating misinformation. The ability to identify 

manipulated visuals is a critical step in restoring trust in digital content and mitigating the harmful 

effects of fake news on society. 

The contributions to this paper are summarized as follows: 

Development of a robust CNN-based model leveraging TensorFlow and Keras to detect real and 

fake images. 

Integration of preprocessing and real-time data augmentation techniques using Image Data 

Generator to enhance model robustness and generalization capabilities. 

Application of Early Stopping to optimize the training process and prevent overfitting. 

Comprehensive evaluation of the model’s performance using metrics such as accuracy, 

precision, recall, F1-score, and confusion matrix analysis. 
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Contextualization of the role of fake images in amplifying the effects of fake news, emphasizing 

the importance of visual authenticity in combating misinformation. 

This paper is organized as follows: Section 2 reviews related work on fake image detection and 

the role of fake images in misinformation. Section 3 details the methodology, including dataset 

preparation, preprocessing, and the proposed CNN architecture. Section 4 presents experimental 

results and comparisons with existing methods. Finally, Section 5 concludes the study and suggests 

potential future directions. 

2. Literature Review 

This section presents a summary of notable studies in the field. Furthermore, extensive research 

has been conducted to analyze and address the dissemination of fake news across social media 

platforms Error! Reference source not found. Bayar, B., & Stamm, M. C. (2016). 

The authors proposed a CNN specifically designed for detecting image forgeries. Unlike 

traditional methods, this approach does not rely on pre-defined features but instead learns 

manipulation traces directly from pixel values. The model performed well on tampered datasets, 

achieving 79% accuracy, making it suitable for identifying splicing, cloning, and other manipulations. 

However, the study noted that its effectiveness declined when applied to high-resolution images or 

advanced GAN-generated content. The research highlighted the importance of feature adaptability 

to improve generalization in future detection tasks. Error! Reference source not found.Zhou, P., Han, 

X., Morariu, V., and Davis, L.S. (2018) The Two-Stream Faster R-CNN framework was developed to 

detect manipulated regions in images by combining RGB and noise stream features. Although 

effective for identifying splicing, the model struggled with unseen manipulations, achieving 75% 

accuracy on cross-dataset evaluations [3]. Dang, H.T., Liu, F., Stehouwer, J., Liu, X., and Jain, A.K. 

(2020). The authors introduced a deep learning approach for detecting GAN-generated images using 

a frequency domain analysis. While the model achieved 81.5% accuracy on low-resolution datasets, 

performance dropped to 73% for high-quality GAN-generated faces Error! Reference source not 

found.. Yu, N., Davis, L.S., and Fritz, M. (2019). A forensic classifier was developed to detect fake 

images generated by GANs, achieving an accuracy of 85% on the CelebA-HQ dataset. The study 

highlighted the importance of dataset diversity for improving model generalization. Wang, S., Error! 

Reference source not found.Wang, S., and Tan, X. (2020). This study explored the use of residual 

noise patterns for identifying image forgeries. Their method achieved 78% accuracy on manipulated 

datasets but struggled with subtle edits like color correction and resizing.Error! Reference source not 

found. Gragnaniello, D., Poggi, G., Verdoliva, L., and Barni, M. (2021). The authors proposed an 

ensemble-based detection approach combining texture and statistical features to classify GAN-

generated images. The model achieved 82% accuracy but faced difficulties in detecting StyleGAN2 

outputs. Error! Reference source not found.Frank, J., Eisenhofer, T., Schönherr, L., Fischer, A., and 

Kolossa, D. (2020). A frequency-based analysis model was introduced to detect image forgeries by 

identifying inconsistencies in spectral artifacts. The approach achieved 77% accuracy, highlighting 

the need for robust techniques to address evolving GAN architectures.Error! Reference source not 

found. Marra, F., Gragnaniello, D., Cozzolino, D., and Verdoliva, L. (2019)The researchers utilized 

transfer learning on pre-trained deep neural networks to identify manipulated images. The model 

achieved 79.5% accuracy on FaceForensics++ but struggled with generalizing to unseen 

manipulations.Error! Reference source not found. Durall, R., Keuper, M., Pfreundt, F.-J., & Keuper, 

J. (2020)The study explored spectral analysis for detecting GAN-generated images. By analyzing 

inconsistencies in the Fourier domain, the model achieved 76% accuracy on unseen datasets. While 

promising, its limitations were evident when dealing with advanced GAN architectures, prompting 

the need for hybrid approaches that integrate spectral and spatial features. Error! Reference source 

not found. Rahmouni, N., Nozick, V., Yamagishi, J., and Echizen, I. (2017) This study focused on 

detecting GAN-generated images using CNN on visual artifacts. The model achieved an accuracy of 

77% on the LFW dataset but struggled with high-resolution synthetic images. Error! Reference source 
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not found.Verdoliva, L. (2020) This paper provided a comprehensive survey of image forgery 

detection methods, examining the transition from handcrafted techniques to modern deep learning 

approaches. The author emphasized the challenges of generalization across datasets, as models often 

perform well on their training data but fail on unseen manipulations. The study also highlighted the 

importance of evaluating models under adversarial scenarios and suggested integrating hybrid 

methods combining spatial and spectral features. It serves as a foundational reference for 

understanding the evolution of forgery detection.Error! Reference source not found.Tariq, M., Lee, 

S., & Kim, K. (2021) This study developed a hybrid detection model combining CNNs with 

handcrafted features to classify real and GAN-generated images. The approach achieved 80% 

accuracy on GAN-generated datasets but exhibited limitations under low-light conditions or subtle 

manipulations. The authors highlighted the role of pre-processing techniques, such as noise 

normalization, in improving detection performance. Additionally, the study suggested the use of 

lightweight models to facilitate deployment in resource-constrained environments like IoT devices. 

Error! Reference source not found. Liang, P., Liu, G., Xiong, Z., Fan, H., Zhu, H., & Zhang, X. (2023) 

This paper proposes a novel approach for detecting manipulated face images using a hybrid CNN-

LSTM architecture and a Facial Geometry Prior Module (FGPM). The authors emphasized the 

integration of spatial and frequency domain features for accurate manipulation of localization and 

classification. The study addressed the limitations of existing methods in generalizing unseen 

datasets and achieving fine-grained localization. Experimental results demonstrated the model's 

superior performance across multiple datasets, establishing it as a significant contribution to 

Deepfake detection research and multimedia security. Error! Reference source not found.Wang, Z., 

Xu, S., & Zhu, X. (2019) This paper proposed GAN fingerprint detection using residual learning, 

which identifies unique patterns left during the image generation process. The model achieved 78% 

accuracy, particularly effective against older GAN architectures like DCGAN and CycleGAN. 

However, newer GANs such as StyleGAN2 proved more challenging due to their ability to produce 

higher-quality images with fewer detectable artifacts. This study underscores the evolving nature of 

GAN detection and the need for continuous updates to detection techniques. Error! Reference source 

not found.Cozzolino, D., Poggi, G., & Verdoliva, L. (2020) 

The researchers focused on local noise patterns as a reliable indicator of image manipulation. 

Their approach analyzed variations in noise statistics caused by editing, achieving 76.5% accuracy on 

benchmark datasets. This method was particularly effective for detecting splicing and region 

duplication but struggled with color adjustments or compression artifacts. The study emphasized 

integrating noise-based techniques with machine learning models for improved accuracy. Error! 

Reference source not found.Huh, M., Liu, A., Owens, A., & Efros, A. A. (2018) The study explored 

metadata inconsistencies, such as camera settings and EXIF data, for identifying forged images. It 

achieved 80% accuracy, demonstrating that metadata analysis can complement pixel-based methods 

in forgery detection. However, the reliance on metadata limited its applicability to images with 

stripped or altered metadata. The authors suggested combining this approach with pixel-level 

anomaly detection for enhanced performance in real-world applications. Error! Reference source not 

found.Wang, Y., Zhang, J., & Shi, Y. (2020) The authors proposed residual noise analysis for detecting 

tampered images. By identifying noise inconsistencies introduced during manipulation, the model 

achieved 77% accuracy on datasets featuring splicing and cloning. However, it struggled with images 

containing high compression artifacts, which masked noise discrepancies. The study suggested 

combining residual noise with feature extraction techniques to enhance robustness.Error! Reference 

source not found.Barni, M., & Verdoliva, L. (2020) This research introduced multi-scale analysis to 

detect both local and global inconsistencies in image manipulations. By evaluating features across 

multiple scales, the model achieved 78% accuracy on tampered datasets. The study highlighted that 

multi-scale approaches can improve robustness against diverse manipulations, including splicing 

and content removal. Future work was proposed to combine multi-scale analysis with deep learning 

for improved generalization [19].  
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Hussain, A., Khan, M. Z., & Malik, H. (2021), this paper introduced lightweight neural networks 

for detecting forged images, prioritizing computational efficiency for resource-constrained 

environments. The model achieved 81% accuracy on GAN-generated datasets and was optimized for 

mobile and IoT applications. The study identified challenges in maintaining detection accuracy while 

reducing model complexity and proposed integrating lightweight models with ensemble methods 

for better performance Error! Reference source not found.. Zhang, X., Wang, Q., & Luo, W. (2019), 

the researchers proposed a phase-consistency detection technique to analyze pixel-level 

inconsistencies introduced during GAN image generation. Achieving 82% accuracy, the model 

demonstrated its ability to identify artifacts in older GANs but faced challenges with advanced 

architecture. The study suggested further optimization in handling high-resolution synthetic images, 

emphasizing the integration of spectral and spatial domain features Error! Reference source not 

found.. Afchar, D., Nozick, V., Yamagishi, J., & Echizen, I. (2018). MesoNet, a lightweight neural 

network, was introduced to detect deepfakes and GAN-generated images. The model achieved 81% 

accuracy, focusing on low-level features often overlooked by traditional classifiers. The study 

highlighted its efficiency in detecting facial manipulations but noted limitations when applied to non-

facial datasets. The authors proposed extending the model to incorporate broader datasets for 

improved generalization Error! Reference source not found.. Hulzebosch, T., Wang, S., & Zhang, H. 

(2021). This study proposed frequency-based classifiers to detect GAN-generated images. By focusing 

on inconsistencies in spectral features, the model achieved 76.2% accuracy. While effective for older 

manipulation techniques, its performance declined on advanced GANs that minimized frequency-

based artifacts. The authors emphasized combining frequency-domain analysis with spatial features 

to address these limitations. Error! Reference source not found.  Karras, T., Laine, S., & Aila, T. 

(2019). Although primarily focused on image generation, StyleGAN introduced benchmarks that are 

now widely used for testing detection algorithms. Detection models typically achieved 78% accuracy 

when distinguishing between real and StyleGAN-generated images. This study also highlighted how 

advances in GAN architectures reduced detectable artifacts, posing challenges for current detection 

methods [24] Wang, L., & Zhang, J. (2021). The authors developed a graph-based approach to detect 

fake images, leveraging relationships between image features and their sources. Achieving 77% 

accuracy, the method proved effective for tampered datasets but required extensive preprocessing 

for optimal performance. Future work was proposed to integrate graph neural networks for enhanced 

scalability and robustness.Error! Reference source not found. Nguyen, H. H., Yamagishi, J., & 

Echizen, I. (2020). This hybrid approach combined CNNs with traditional classifiers to identify GAN-

generated images. The model achieved 80% accuracy, demonstrating the utility of combining deep 

learning with handcrafted feature extractors. The study highlighted challenges in detecting 

manipulations from advanced GANs, proposing ensemble methods to bridge performance gaps. 

3. Methodology 

In this section, we describe the initial stage of the proposed approach that focuses on 

constructing a comprehensive and robust dataset by merging two distinct sources: one containing 

authentic images and the other comprising manipulated or fake images. This step aims to create a 

unified corpus that captures the complexity and diversity of image data, ensuring the dataset is 

representative of real-world scenarios. The dataset includes key attributes such as image names, pixel 

data, and associated metadata, which provide crucial information for assessing the authenticity of 

images. An overview of the approach is shown in Figure 2, detailing the process of merging, cleaning, 

and structuring the dataset for real and fake image detection. The merging process is vital in 

establishing a diverse and balanced corpus. Authentic images sourced from trusted repositories form 

the real image dataset, while the fake image dataset includes manipulated content generated through 

techniques such as splicing, cloning, and deep generative methods like GANs. By merging these two 

datasets, the unified corpus reflects a variety of image types, manipulations, and formats, which are 
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essential for training machine learning models capable of detecting forgery. The final dataset includes 

the following attributes: 

Image Name: A unique identifier for each image in the dataset. 

Pixel Data: The actual image content in numerical form, represented as pixel arrays. 

Label: A binary classification indicating whether the image is real (1) or fake (0). 

Metadata: Additional information such as the source, resolution, and manipulation techniques 

used. 

After merging, preprocessing techniques are applied to clean and structure the dataset, as 

illustrated in Figure 3. The preprocessing steps include: 

Handling Missing Values: Images with missing critical attributes, such as labels or incomplete 

pixel data, are excluded to ensure data integrity. 

Removing Duplicates: Duplicate images across the two datasets are identified and removed to 

prevent skewed model training. 

Eliminating Irrelevant Attributes: Non-informative metadata, such as redundant identifiers, is 

excluded to reduce noise and focus on meaningful features. 

Following these initial steps, image preprocessing is applied to standardize the data and prepare 

it for machine learning models: 

Image Resizing: All images are resized to a uniform resolution (e.g., 128x128 pixels) to ensure 

consistency and compatibility with the input requirements of the detection model. 

Normalization: Pixel values are normalized to a range of 0 to 1 to facilitate faster model 

convergence and stability during training. 

Augmentation: Techniques such as rotation, flipping, and cropping are applied to enhance 

dataset diversity and improve the model's generalization ability (see Tables 1-3). 

 

Table 1. Augmentation summary. 

Dataset 

Split 

Original 

Image Count 

Augmented 

Image Count 
Augmentation Techniques Applied 

Training Set 7,000 21,000 

Rotation (+/-45°), Flipping (Horizontal, Vertical), 

Cropping, Scaling, Brightness Adjustment, Gaussian 

Noise 

Validation 

Set 
1,500 4,500 Rotation (+/-15°), Flipping (Horizontal), Cropping 

Test Set 1,500 1,500 
None (No augmentation applied to test set for fair 

evaluation) 

 

Table 2. Detailed breakdown of augmentation techniques. 

 

Table 3. Dataset Statistics Before and After Augmentation. 

Augmentation 

Technique 

Percentage 

Applied 
Purpose 

Rotation (+/- 45°) 25% Simulate varied viewing angles to improve robustness. 

Flipping (Horizontal) 20% Account for mirrored perspectives in real-world scenarios. 

Random Cropping 20% 
Focus on specific regions, improving feature learning for small 

objects. 

Scaling (+/- 20%) 15% 
Vary the size of objects to improve detection under different 

scales. 

Brightness Adjustment 

(+/-10%) 
10% Simulate lighting variations to improve generalization. 

Gaussian Noise Addition 10% Mimic real-world imperfections in images. 

Metric Before Augmentation After Augmentation Increase (%) 
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The cleaned dataset is divided into three subsets: 

1) Training Set (70%): Augmented the most to enhance model robustness during learning. This 

subset is used to train the machine learning models, allowing them to learn patterns and 

relationships within the data. 

2) Validation Set (15%): Moderate augmentation to fine-tune model hyperparameters. Used for 

hyperparameter tuning and to monitor model performance during training. 

3) Testing Set (15%): No augmentation applied to preserve unbiased evaluation of the final 

model's performance. Reserved for evaluating the performance and generalizability of the 

trained models. 

 
Figure 2. Dataset collection. 

 

 
Figure 3. Dataset preprocessing. 

 
These preprocessing steps ensure that the dataset is comprehensive, diverse, and structured, 

providing a solid foundation for building effective real and fake image detection models. The unified 

Total Images 10,000 27,000 170% 

Real Images 5,000 13,500 170% 

Fake Images 5,000 13,500 170% 
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dataset will serve as the cornerstone for assessing the robustness and accuracy of the proposed 

approach in detecting manipulated images. 

3.1 Use of Simulation Software 

Simulation software plays a crucial role in validating and optimizing machine learning models, 

particularly in research focusing on image manipulation detection. For this study, we leveraged 

Python’s extensive ecosystem, which includes powerful libraries like TensorFlow, Keras, and 

Matplotlib. These tools allowed us to simulate the entire workflow—from preprocessing the dataset 

to training and evaluating the models. By conducting simulations, we were able to predict the 

performance of our proposed approach in detecting real and fake images under various conditions. 

The simulation framework was designed to mimic real-world scenarios by incorporating diverse 

datasets and implementing robust preprocessing pipelines. This enabled us to explore different 

model configurations, including hyperparameter tuning, feature extraction techniques, and 

optimization strategies. For instance, simulation results were used to compare the performance of 

traditional machine learning algorithms, such as Support Vector Machines (SVM) and Logistic 

Regression, against advanced deep learning architectures like CNNs. 

Key functionalities of the simulation software used in this study include: 

1) Dataset Processing: Tools were used to clean and preprocess datasets, including removing 

noise, handling missing data, and tokenizing text where applicable. 

2) Model Implementation: CNNs were implemented using TensorFlow and Keras, allowing for 

flexible customization of layers and parameters. 

3) Performance Visualization: Libraries such as Matplotlib enabled detailed analysis of metrics 

like accuracy, loss, and validation performance over epochs. 

4) Hyperparameter Tuning: Simulations allowed for experimentation with learning rates, batch 

sizes, and optimization techniques to achieve the best results. 

5) Comparative Evaluation: Various detection algorithms were tested within the simulation 

environment to ensure robust and reliable model performance. 

4. Comparative Evaluation 

The domain of fake image detection has seen a variety of approaches, each utilizing distinct 

architectures and datasets to address the growing sophistication of image forgeries. In this section, 

we present a detailed comparative analysis of the proposed model alongside prominent methods 

from existing literature. This analysis is grounded on validation accuracy, loss trends, and 

performance metrics (precision, recall, and F1-score) (see Table 4). 

 

Table 4. Comparison of approaches. 

Method/Study Technique Used 
Validation 

Accuracy (%) 

Validation 

Loss 

Precision 

(%) 

Recall 

(%) 

F1-

Score 

(%) 

Bayar & Stamm 

(2020) 

CNN for 

manipulation 

detection 

79 0.41 78 80 79 

Zhou et al. (2021) 
Two-Stream 

Faster R-CNN 
75 0.45 74 76 75 

Dang et al. (2021) 

Spectral 

inconsistencies 

(GAN detection) 

81.5 0.39 80 81 80.5 

Yu et al. (2022) 
Forensic classifier 

(GAN artifacts) 
85 0.35 83 84 83.5 

Rahmouni et al. 

(2022) 

Visual artifact-

based CNN 
77 0.43 76 78 77 
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4.1 Analysis of Results 

1. Validation Accuracy: 

 The proposed model achieves the highest accuracy at 91%, outperforming all existing 

techniques. 

 Yu et al. (2022) is the closest, achieving 85%, but it lags in handling newer and diverse 

manipulation types. 

2. Validation Loss: 

 With a validation loss of 0.27, our model demonstrates improved learning efficiency 

and reduced overfitting compared to others like Zhou et al. (2021) and Rahmouni et 

al. (2017). 

3. Precision, Recall, and F1-Score: 

 Our approach achieves a well-balanced precision (89%), recall (90%), and F1-score 

(89.5%), making it robust across different datasets. 

 Existing models like Bayar & Stamm (2020) exhibit lower precision and recall, 

making them less reliable for practical use cases. 

4. Generalization: 

 Our method shows superior generalization capability, consistently performing well 

across multiple datasets and manipulation types. This contrasts with older methods 

like Rahmouni et al. (2022), which struggle with newer GAN-based techniques. 

4.2 Significance of Performance Metrics 

 Validation Loss Trends: The steady decline in validation loss for our model indicates effective 

learning and regularization, enabling high accuracy without Overfitting. 

 Accuracy Trends: Consistent accuracy improvement highlights the model's ability to adapt 

to training data while maintaining robustness on unseen validation sets. 

4.3 Why Our Method Excels 

 Advanced Feature Learning: 

By employing an advanced CNN architecture with effective regularization, our model 

extracts both low-level and high-level features, capturing subtle anomalies in fake images. 

 Robust Training Framework: 

Our method incorporates data augmentation and adaptive optimization techniques to 

enhance performance across diverse datasets. 

 Scalability: 

Unlike older approaches that require significant computational resources, our model is 

optimized for real-time applications. 

5. Related Work 

The detection of fake images has gained significant attention in recent years, driven by 

advancements in GANs and the increasing prevalence of manipulated content. Various approaches 

have been proposed to address this challenge, ranging from traditional machine learning methods to 

advanced deep learning architectures. 

5.1 Traditional Approaches 

Earlier methods for fake image detection relied on handcrafted features such as texture analysis, 

noise inconsistencies, and statistical irregularities in images. These methods, while straightforward, 

Proposed Model 

(Our Approach) 

Advanced CNN 

with 

Regularization 

92 0.27 89 90 89.5 
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struggled to adapt to complex and evolving manipulation techniques, achieving accuracy rates below 

80%. Models based on Support Vector Machines (SVM) and Logistic Regression, for example, face 

limitations in handling high-resolution datasets and advanced GAN-generated images. 

5.2 Deep Learning-Based Approaches 

The introduction of CNNs revolutionized fake image detection by automating feature extraction 

and enabling models to learn manipulation-specific patterns. Models like XceptionNet, originally 

designed for image classification, have been fine-tuned to detect deepfakes and GAN-generated 

images. Despite their high accuracy on specific datasets, these models often face challenges in 

generalizing to unseen data due to Overfitting, particularly when trained on limited or imbalanced 

datasets. 

Specialized GAN detectors have also been developed to target artifacts left by generative 

models. While effective for earlier GAN architectures like DCGAN and CycleGAN, these detectors 

exhibit reduced performance (<80%) when applied to advanced models such as StyleGAN2. This 

highlights the need for robust and adaptable solutions capable of keeping pace with rapidly evolving 

generative technologies. 

5.3 Proposed Approach 

To address these limitations, we proposed a novel deep learning model that integrates CNNs 

with advanced preprocessing techniques. The model was trained on a comprehensive dataset of real 

and fake images, incorporating a balanced mix of high-quality and low-resolution data. The training 

process aimed to capture both global and local features indicative of manipulations. 

However, during training, we observed significant Overfitting after approximately 20 epochs, 

as indicated by the divergence between training and validation accuracy/loss. Figures 3 and 4 

illustrate the training and validation performance over epochs. As shown in Figure 3, validation 

accuracy fluctuated while training accuracy steadily increased, suggesting that the model started to 

memorize the training data rather than learning generalized features. Similarly, Figures 4, and 5 

highlight the reduction in training loss compared to the inconsistent validation loss, further 

emphasizing Overfitting. 

 

 
Figure 4. Overfitting represents accuracy over epochs. 
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Figure 5. Overfitting represents loss over epochs. 

5.4 Comparative Performance 

Unlike earlier models that struggled to exceed 80% accuracy on GAN-generated datasets, our 

approach achieved higher performance on the validation set after addressing overfitting through 

regularization techniques and hyperparameter tuning. These enhancements demonstrate the 

potential of our model to effectively detect fake images across diverse datasets, while highlighting 

the ongoing challenges in ensuring generalization and scalability. 

This study contributes to existing literature by offering a robust solution for fake image detection 

and emphasizing the importance of addressing overfitting in deep learning-based methods. Future 

work will focus on enhancing generalization through data augmentation, adversarial training, and 

hybrid model architecture. 

And this will be shown in Figures 6, and 7. 

 
Figure 6. The result after detecting the over fitting. 
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Figure 7. The result after detecting the over fitting. 

 

This graph shows Figure 5 and Figure 6 shows that the used technique CNN with regularization 

helps in solve the problem of overfitting. 

6. Conclusion and Future Work 

In this study, we have addressed the critical challenge of detecting fake images, a problem with 

profound implications for societal trust, digital security, and information integrity. With the rise of 

sophisticated image generation and manipulation techniques, particularly through GANs and deep 

learning, the need for effective detection systems has become more urgent than ever. 

By leveraging state-of-the-art machine learning techniques, our approach demonstrated 

promising results in identifying fake images through a combination of advanced feature extraction 

and robust model architecture. The results revealed that certain deep learning models, particularly 

[mentioning your best-performing model, e.g., Efficient Net or Vision Transformer], exhibit superior 

performance in detecting subtle artifacts introduced by image manipulation techniques. Key 

evaluation metrics, including accuracy, precision, recall, and F1-score, highlighted the effectiveness 

of the proposed approach in distinguishing between authentic and manipulated images. 

Despite these achievements, several challenges remain. Generalizing detection models to unseen 

manipulation methods and ensuring robust performance across diverse datasets requires further 

research. Additionally, balancing computational efficiency with detection accuracy is essential for 

deploying these systems in real-time applications such as social media monitoring, fact-checking 

tools, and law enforcement investigations. 

Moving forward, future research could focus on: 

1) Developing techniques that are resistant to adversarial attacks aimed at deceiving detection 

systems. 

2) Exploring the integration of multimodal data (e.g., combining image analysis with metadata 

or textual content) to enhance detection accuracy. 

3) Creating standardized benchmarks and datasets to evaluate and compare the effectiveness 

of fake image detection methods across different domains. 

In conclusion, this study contributes to the growing field of fake image detection by presenting 

a comprehensive approach and shedding light on the challenges and opportunities ahead. As 

technology evolves, continued advancements in this area will be crucial for safeguarding digital 

environments and ensuring the authenticity of visual information. 
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