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Abstract: As the global population ages, Internet use among older adults is increasing, making it 

important to understand their usage patterns and changes over time. This knowledge can inform 

strategies to support digital engagement in later life. This article reviews quantitative studies on older 

adults’ Internet use, focusing on access, skills, and usage types, as well as social inequalities. It also 

examines links between health and digital behaviors. Using an online survey of 740 participants, the 

study analyzed age differences in security practices such as software updates, password creation, 

device protection, and monitoring. Results show older adults update less but create stronger 

passwords and display proactive awareness. Gender had no effect, while resilience shaped multiple 

behaviors. Findings support targeted training and policies. 
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1. Introduction 

With the world population experiencing an aging trend and longer life expectancies [1], the 

demographic of older individuals is becoming increasingly significant in terms of the present. The 

prolongation of life spans has resulted in a considerable fraction of individuals experiencing a 

substantial period of their lives as older adults. However, current research suggests that antiquated 

societal perceptions of aging hinder technology marketplaces from recognizing older adults' valuable 

and enormous consumer potential [2]. Moreover, it is worth noting that a significant proportion of 

the elderly population holds a favorable perception of the societal benefits of technology. However, 

a substantial majority, over 75%, of older persons express a lack of self-assurance when utilizing 

electronic gadgets for online activities [3]. The contrasts above manifest in the persistent global 

inequality in internet usage between older individuals, the general adult population and younger age 

cohorts [4]. Gaining insight into the internet usage and skills of older adults and examining the 

evolution of their measurement methods holds considerable importance. This endeavor contributes 

to a more holistic understanding of internet usage within society. It provides valuable insights into 

the extent to which digital media can effectively cater to the needs of this demographic [5].  

More people are utilizing digital technology than ever; nonetheless, "digital divides" remain 

problematic among user groups [6, 7 & 8]. These digital inequalities are frequently discussed about 

demographic parameters such as age and gender as potential modifiers. Even though younger age 

groups have traditionally been the first to embrace ICT, this demographic is already nearing 

saturation (99% of UK youth currently use the Internet [9]). As a direct result, those over the age of 

65 have become the demographic with the highest rate of adoption [9, 10 & 11]. Even though many 

people over 60 are eager to adopt new technologies [12], a negative narrative is still prevalent [13].   

For instance, studies reveal that this user group still shows impairments in ICT skills and literacy 

[7, 17 & 18] and that they may still lack confidence in their abilities (or self-efficacy) to utilize their 

devices [14, 15 & 16]. This is what many people mean when they talk about the "second level" of the 

digital divide (the first level being access to ICT) [6]. However, other research suggests that older 

people may underestimate their talents and knowledge rather than suffer from a genuine skill gap 

[19]. Hunsaker and Hargittai [7] examine this issue and note a methodological difficulty when 
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studying older people. They note that the order of ages, the types of ages considered and the 

threshold for maturity all vary among researchers. The age at which older adulthood should begin 

varies from study to study. They advocated for additional research to determine whether or not age 

differences are still present. 

There may be an age-related difference in the vulnerabilities of different users; however, this has 

not been proven. However, [20] suggests consumers under 30 are more vulnerable to phishing 

attacks. Despite their natural skepticism, older adults have problems distinguishing between real and 

phishing emails [21]. The capacity to recognize phishing emails was not affected by age, as reported 

by Sarno et al. [22], with older women being straightforward prey. According to other studies, the 

older generation may be less concerned about privacy and security because they are more likely to 

utilize social media and share personal information [23, 24 & 25]. An increasing cybersecurity risk is 

associated with the widespread adoption of digital connectivity. The elderly are the newest 

demographic to be targeted by cybercriminals as they spend more time online; in the UK alone, the 

elderly lost 4 million pounds in 2018 and 2019 [26 & 27]. Detecting and addressing age-specific 

vulnerabilities is challenging due to the lack of studies and investigations of changes in posture and 

attitude toward cybersecurity associated with age [16 & 28]. 

The present study aims to overcome the limitations observed in earlier research by utilizing data 

collected from individuals across the whole adult lifespan, ranging from 19 to 83 years. Earlier studies 

have frequently focused on narrow age ranges, primarily due to practical challenges associated with 

data collecting [29]. A recent survey by Ayyagari and Crowell [30] examined variations in 

cybersecurity behaviors among three distinct age groups. However, it is essential to note that their 

investigation was partial to a sample populace from an academic setting and the oldest age group 

included individuals aged 36 years and above. Furthermore, our paper gives to the existing body of 

writings by examining the impact of computer self-efficacy on ICT behavior and evaluating reported 

behaviors [31 & 32]. There is a documented association between psychological resilience and 

engagement in risky behavior. Resilience is associated with risk-averse behaviors, contingent on 

particular studies on contextual factors [33 & 34]. Consequently, we incorporate a comprehensive 

measure of resilience as an independent variable in our research. Low confidence and lack of 

knowledge are cited as factors that cause the difficulty of older people in participating fully in 

cybersecurity actions [16]. Older adults are less likely to understand the dangers of doing nothing. 

They also can't use security features like a PIN or biometric check to prevent illegal device access [35]. 

For instance, they are less likely to implement safeguards to prevent malicious software from 

accessing their machines. Considered as a whole, the present study's findings suggest that concerns 

about cyber security may include more factors that can be reduced to categorizing individuals based 

on their age.  Understanding how adults of varying ages participate in various security behaviors to 

protect themselves online is critical. This study fills a void in the existing research by focusing on four 

essential behaviors that are related to cybersecurity. These behaviors are secure password generation, 

device securement (for example, Users should engage in the practice of securing their device screen 

by locking it while it is not actively being utilized.), regular software updating and proactive checking 

(It is advisable to verify the authenticity and security indicators of hyperlinks before to engaging with 

them, including scrutinizing unified resource locators and the senders associated with them). 

This study additionally examines gender disparities, given the uncertain nature of prior research 

in this domain. Historically, scholarly investigations have indicated that females are traditionally less 

confident using computers than men. [23 & 24]. However, more recent studies [25] propose that this 

masculinity disparity may be lessening. It is imperative to acknowledge that self-efficiency pertains 

to an individual's convictions regarding their ability to perform [26]. Therefore, it is challenging to 

ascertain if gender disparities indicate disparities in genuine aptitude and/or self-perception [35]. The 

concept of computer self-efficacy can exhibit contextual variations, as evidenced by multiple studies 

indicating that gender disparities may vary depending on the specific context, for example, the use 

of information and communication technology (ICT) for educational objectives in contrast to its 
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application in the public domain [29], or the nature of the task itself, such as internet-related tasks 

versus more advanced software-related tasks [36]. Several studies on cybersecurity behaviors have 

found that females exhibit higher online privacy concerns [31] and stronger adherence to security 

policies [37]. While some studies indicate the absence of gender disparities, such as the research 

conducted by Vance et al. [37], which identified no gender differences in intention to adhere to 

security standards, other studies propose females may exhibit less secure behavior [38]. In their 

review, Hunsaker and Hargittai [7] characterized the extant literature on older adult studies as 

inconclusive. To cater to the imperative of enhanced comprehension, we have incorporated gender 

analyses into the present investigation. 

After adjusting for factors such as computer self-efficacy and general resilience, the paper aims 

to examine whether there are variances in cybersecurity behavior across the mature/adult lifetime 

depending on aspects such as time of life and gender. The findings determine which regions should 

receive priority in future-focused training and development efforts. 

In this article, Section 2 explains the methodology and experiments needed to carry out this 

research, Section 3b discusses the results, Section 4 discusses the key findings and Section 5 concludes 

the overall research with future work. 

2. Methodology/ Experimentation  

This section discusses the methodology and experiments used to find cybersecurity behaviors. 

An online survey was disseminated through the online platforms Google Forms and 

SurveyMonkey. The initial sample of 915 replies underwent a cleaning process, during which 175 

responses were excluded from the analysis due to not meeting the quality control criteria. The sample 

for this study comprises data collected from 740 participants, whose ages ranged from 19 to 90 

(M=35.49 years, SD=12.10 years). Table 1 displays more detailed information. 

Table 1. Dissecting Gender and Age Gaps in Cybersecurity. 

  Sample Number Percentage 

Age 

19-25 131 22.6 

26-35 219 37.8 

36-45 143 24.7 

46-55 46 7.9 

56-65 26 4.5 

66-75 12 2.1 

76-90 2 0.3 

Gender 

Male 385 52.02 

Female 348 47.02 

Other 7 .96 

Education 

Primary/elementary school 5 0.66 

Secondary/high school 70 9.46 

College/A-level 200 27.03 

Bachelors 300 40.56 

Masters 135 18.24 

Doctorate 30 4.05 

Country 
Canada 90 12.16 

Germany 55 7.43 
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France 30 4.05 

New Zealand 40 5.41 

Norway 45 6.08 

Russia 140 18.92 

South Africa 100 13.51 

United Kingdom 110 14.86 

USA 130 17.57 

 

In conjunction with the demographic inquiries, contributors were requested to respond to 

questions assessing cybersecurity behavior, computer proficiency and overall pliability. 

Cybersecurity-related behavior was measured via the Security Behavior Intentions Scale [39]. The 

Security Behavior Intentions Scale comprises sixteen items organized into four distinct subscales. 

These subscales assess individuals' attitudes toward device securement, software updating, proactive 

checking and password generating. Cronbach's alpha (α) values for the scale's four subscales ranged 

from 65 to 76, indicating that the scale's reliability produced promising findings in our study. These 

values may be found in Tables 2, 3, 4 and 5. The researchers employed the computer proficiency 

gauge [40] to assess participants' perceptions of their competence in information and communication 

technologies. The dependability of the scale was found to be excellent, with a coefficient alpha value 

of 0.95. Overall pliability was measured using the Brief Resilience Scale [41], with a reliability 

coefficient (α) of .91. 

Table 2. Regression Results of Device Securement. 

 

  

 

 

 

 

 

 

Device securement± (α=.65) 

B Age Gender Self- efficiency Resilience 

Beta -.02 .08 .08 .13 

SE -.19 .05 .08 .13 

BCa CI .00 .09 .06 .06 

R2 (CI) -.03, -.02 *** -.10, .23 -.03, .17 .04, .22* 

B    .06(.03, .09) 

Note: ±3000 bootstrap samples. 

*** p<.001, 

**p<.01 and 

*p<.05 
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Table 3. Regression Results of Password Generation. 

 

Table 4. Regression Results of Proactive Checking. 

 

Table 5. Regression Results of Updating. 

 

 

 

The study assessed hypothesis and discriminant cogency to verify that the scale accurately 

measured its intended construct & the scales were effectively loading onto distinct 

apparatuses/components. The convergent soundness of both measures demonstrates a high level of 

Password Generation (α=.72) 

 Age Gender Self- efficiency Resilience 

B .02 -.12 .24 .14 

Beta -.17 -.07 .24 .14 

SE .00 .08 .05 .05 

t 4.10 *** -1.62 5.40*** 3.32** 

R2    .14* 

Note: ±3000 bootstrap samples. 

*** p<.001, 

**p<.01 and 

*p<.05 

Proactive Checking (α=.67) 

 Age Gender Self- efficiency Resilience 

B .02 -.07 .25 .08 

Beta .15 -.05 .30 .09 

SE .00 .07 .05 .04 

t 3.52 *** -0.93 6.59*** 2.03* 

R2    .126** 

Note: ±3000 bootstrap samples. 

*** p<.001, 

**p<.01 and 

*p<.05 

Updating (α=.76) 

 Age Gender Self- efficiency Resilience 

B .02 -.09 .32 .11 

Beta .17 -.06 .31 .12 

SE .00 .08 .06 .05 

t 4.16 *** -1.13 7.02*** 2.61** 

R2    .16* 

Note: ±3000 bootstrap samples. 

*** p<.001, 

**p<.01 and 

*p<.05 
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excellence. Specifically, the computer self-efficacy scale exhibits a construct validity coefficient of .97 

and an average variance extracted of .65. Similarly, the general reliance scale demonstrates a construct 

validity coefficient of .94 and an average variance extracted of .67. The researchers used the 

heterotrait-monotrait ratio of correlations as a method to evaluate the discriminant validity. The 

discriminant validity was assessed as excellent, as shown by a Heterotrait-Monotrait ratio of 0.30 (42). 

3. Results   

The statistical software, the Statistical Package for the Social Sciences, was used to analyze the 

data. The proportion of missing data was less than 0.4% of the total elements. The results of Little's 

MCAR test were not statistically significant (X2(120) =123.67, p=.47), suggesting that the missing data 

in the study were entirely random. Consequently, the researchers employed the estimated maximum 

likelihood method to calculate the missing data. The exclusion of the other gender category from the 

analysis resulted from the limited sample size (n=4). 

The data was subjected to a comprehensive analysis to ascertain whether or not they complied 

with the presumptions of normalcy, independence and homoscedasticity. After taking the readings, 

they were checked to ensure they were within the expected limits according to the measurement 

scales used. There was no indication that the predictor factors were correlated with one another in 

any way, as evidenced by the correlations between them being less than 0.8 (refer to Table 6). 

Additionally, the variance inflation factor (VIF) scores were below 3. Furthermore, while examining 

the standardized residuals and predicted values showed that homoscedasticity was reasonably 

satisfied. All dependent variables exhibited a typical distribution pattern on the Q-Q plots, with 

skewness and kurtosis values below 3, except for the variable related to device securement. The latter 

observation demonstrated a negative skew, indicating a greater concentration of scores towards the 

upper end of the scale. However, it is essential to note that this skew is within the permitted range of 

+/-3 [43]. The securement of the device likewise exhibited a kurtosis value of 2.30. As a result of the 

breach of the normality assumption in device securement, all analyses about this variable were 

conducted via the bootstrapping approach. This approach, which employed bias-corrected and 

accelerated confidence intervals with a sample size of 3000, was used to ensure the reliability and 

stability of the results. 

Table 6 illustrates the bivariate correlations for each component, which may be found here. There 

is no significant correlation between age and gender, and none of the connections raises any red flags 

regarding the possibility of multiple correlations. 

Table 6. Bivariate Correlations for Each of the Variables. 

   SD 1 2 3 4 5 6 7 8 

1. Age 35.49 12.10 —        

2. Gender — — .04 —       

3. Self-efficacy 3.65 .85 -.12** .40*** —      

4. Resilience 3.25 .88 .12** -.13** .24**

* 

—     

5. Device 

securement 

4.07 .86 -.19*** -.02 .11* .12** —    

6. Password 

generation 

3.30 .85 .16*** -.18*** .28**

* 

.22**

* 

.20*** —   

7. Proactive 

checking 

3.72 .70 .13** -.17*** .32**

* 

.18**

* 

.19*** .46*** —  

8. Updating 3.43 .90 .15*** -.18*** .35**

* 

.21**

* 

.18*** .32*** .29*** — 
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We used a parallel mediation analysis with the PROCESS macro for SPSS (Hayes Process Macro 

– Model 4 – Mediation Analysis with Multiple Mediators, Figure 1.) to delve deeper into the 

correlation between chronological age and a person's sense of computer self-efficacy and resilience. 

 
Figure 1. Mediation Analysis with Multiple Mediators. 

 

All product-defining variables were mean-centered in the PROCESS mediation analysis to 

facilitate data interpretation. Table 7 displays the findings. The study found that age indirectly 

influenced cybersecurity behavior through the mediator of self-efficacy. Specifically, this indirect 

effect was significant for 3/4 of the behaviors examined, namely “password generation,” “proactive 

checking,” and “updating.” The outcomes of this study indicate that self-efficacy did not have a 

significant mediating role in “device securement.” 

 

Table 7. Dissecting Generation Gaps in Cybersecurity Practices through Parallel Mediation Analysis. 

 

 

The study found that age had a substantial indirect impact on cybersecurity behavior via the 

mediator of resilience. Specifically, this effect was shown in three behaviors: password generation, 

updating and device securement. The research used the PROCESS-model-5 framework to investigate 

 

The 

cumulative 

impact of age 

A direct 

result of 

aging 

Self-

confidence's 

indirect 

influence 

Indirect impact 

via adaptability 

Device 

securement 

B -.01 -.01 -.00 .00 

SE .00 .00 .00 .00 

CI (-.02, -.01) * (-.02, -.01) * (-.00, .00) (.00, .00) * 

Password 

generation 

B .01 .01 -.00 .00 

SE .00 .00 .00 .00 

CI (.00, .02) * (.01, .02) * (-.00, -.00) * (.00, .00) * 

Proactive 

checking 

B .01 .01 -.00 .00 

SE .00 .00 .00 .00 

CI (.00, .01) * (.00, .01) * (-.00, -.00) * (.00, .00) 

Updating 

B .01 .01 -.00 .00 

SE .00 .00 .00 .00 

CI (.00, .02) * (.01, .02) * (-00, -.00) * (.00, .00) * 

Note: * shows significant path 
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the influence of resilience on proactive checking, the final cybersecurity activity. According to the 

findings, resilience does not play the role of a mediator regarding this particular behavior. Instead, it 

plays the role of a moderator. Figure 2 shows the model that was put through its paces. 

 

 

Figure 2. PROCESS-model-5 framework. 

4. Findings 

Our study's findings indicate that older persons' vulnerability to security risks is not uniform 

but contingent upon the particular security behavior under consideration. Hence, instead of 

prioritizing primary-level disparities in digital access and adoption, our research underscores the 

need to examine the behavior of information communication technologies at a more detailed level. 

This entails researching certain kinds of behavior and/or activities, as well acknowledged by previous 

studies [22]. While it is observed that younger folks generally possess more accessibility to their 

electronic devices in comparison to older age cohorts, they also exhibit a diminished inclination 

towards establishing robust passwords, updating their technological equipment and actively 

verifying site addresses, web forms and emails. The findings of our study suggest that younger 

individuals may be more vulnerable to phishing attacks [20]. At the same time, older persons may 

exhibit a lower willingness to implement security measures for protecting the physical usage of their 

devices [35].  

In line with the researchers' initial idea, a recent study [44] discovered that elderly individuals 

have a decreased tendency to reveal passwords. Our research contributes to the growing body of 

evidence showing older individuals exhibit a heightened awareness of security measures, 

contradicting outdated assumptions that this demographic lacks technological proficiency [19]. Many 

elderly individuals exhibit notable knowledge and proficiency in cybersecurity [44, 45 & 46]. The 

observation may be that older individuals exhibit paradoxical behavior regarding their security 

practices. On one side, they demonstrate a heightened security awareness by creating more robust 

and secure passwords. On the other hand, they tend to neglect securing access to their devices, such 

as activating screen locks while the devices are not in use. Upon further examination, the observed 

variations might be attributed to disparities in the contextual application and the corresponding 

perceived levels of risk.  

The available scholarly sources indicate that individuals in this particular age bracket exhibit a 

significant concern for the privacy and security of the information they provide on the Internet [47]. 

This finding aligns with our research findings, demonstrating that this age group is more inclined to 

create robust passwords, regularly upgrade their devices and actively engage in risk assessment. In 
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contrast, it is conceivable that individuals may exhibit a lesser degree of awareness or caution about 

"The potential hazards associated with offline activities" regarding the security of their physical 

devices, such as the potential for theft or malevolent use. For example, individuals who primarily use 

a personal computer for their online activities may perceive that the equipment is adequately 

protected inside the confines of their residence, hence perceiving less vulnerability to unauthorized 

access by others [16].  

Implementing interventions to enhance the visibility and significance of securely fastening 

physical devices might benefit individuals within this particular age cohort. According to the extant 

research, intervention techniques that are highly regarded and potentially efficacious for older 

persons include face-to-face assistance and encourage the adoption of secure behaviors via social 

networks, peer support and familial relationships [8, 46, 47 & 48]. Nevertheless, it is crucial to 

acknowledge that the absence of device securement might potentially be a deliberate decision made 

by some users rather than indicating deficient understanding. It's conceivable, for instance, that 

seniors would knowingly hand over control of their smartphones to their children or grandchildren. 

Some evidence suggests that older people are more likely to enlist the help of reliable third parties 

when completing ICT tasks [16, 49]. Barriers may also arise as a result of challenges associated with 

biometric security. For instance, Morrison et al. [16] have highlighted the potential issues elderly 

users may have with fingerprint scanners. 

The optimistic prediction of specific cybersecurity behavior by computer self-efficacy may be 

anticipated since it is associated with an individual's confidence in their Information Technology 

skills. This finding aligns with the results reported by Mitzer et al. [50], suggesting that higher levels 

of computer self-efficacy are linked to a greater capacity to engage in secure actions. It is noteworthy 

that overall resilience had a significant positive predictive relationship with all four behaviors. The 

negative predictive nature of resilience may be anticipated since it is linked to self-confidence in 

effectively recovering from adverse events, perhaps resulting in less motivation to evade hazards. 

Nevertheless, existing data indicates the association between pliability and risk is not as 

straightforward as previously assumed.  

Previous research has proposed a correlation between resilience and health-related behaviors. 

Specifically, it has been suggested that resilience is inversely associated with harmful health 

behaviors such as smoking, heavy drinking and drug use. Conversely, resilience is positively 

associated with engaging in health-promoting behaviors that provide protection and safety, such as 

wearing a seatbelt, maintaining a healthy diet, engaging in regular exercise and practicing safe 

pedestrian behavior [35]. Our findings align with the outcomes obtained since the behaviors we 

hypothesized were shown to be conducive to fostering safety. Our findings show that general 

resilience mediates the relationships between three of the four behaviors we looked at (device 

security, password generation and updating and proactive screening for risk) and moderates the 

relationship between the other two behaviors. The individuals who exhibited high levels of overall 

resilience were shown to be more significantly impacted by age regarding proactive checking. One 

plausible explanation is that the perception of resilience among younger users could be influenced 

by optimism bias, wherein they feel resilient without actively taking measures to mitigate risks. In 

contrast, older users' resilience may be rooted in their accumulated experiences, enabling them to 

safeguard against future risks proactively. Subsequent studies may consider doing deeper 

investigations into the significance of resilience in the context of online behavior. 

In a similar vein, it is worth considering why younger users, who tend to be the first and most 

avid adopters of information and communication technology, exhibit a lower propensity to create 

safe passwords, engage in proactive risk assessment, or regularly upgrade their devices, despite their 

greater likelihood of possessing exclusive access to those gadgets. Specific results may be attributed 

to variations in use patterns and/or device types. In the context of safe passwords, younger 

individuals may be more dependent on automated password generators [16, 51] and/or biometric 

authentication methods such as face identification and fingerprints. Consequently, there is a reduced 
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focus on individually creating a strong password. Regularly using information and communication 

technology and being too comfortable disclosing personal data may result in an inflated sense of 

confidence, complacency and security weariness. These characteristics have increased susceptibility 

to cybersecurity threats [52, 53, 54 & 55]. The diminished significance of a potential assault among 

younger individuals may be attributed to their limited exposure to personal experiences or anecdotes 

of friends and family being impacted, as shown by previous research [56].  

About the observation that younger users exhibit a lower propensity to update their gadgets, it 

is worth noting that several devices nowadays can install software updates promptly and 

automatically. Establishing trust in automation may result in consumers experiencing a diminished 

sense of responsibility and a decreased inclination to verify the currency of their equipment. 

Nevertheless, it is crucial to acknowledge that the association between age and trust is intricate and 

contingent upon several variables [57, 58, 59 & 60]. Although several studies propose that older 

individuals may exhibit a higher inclination to place faith in automation [61 & 62], it’s worth noting 

that age gaps may seem different in different places and situations [57, 58]. Further investigation is 

necessary in this domain to ascertain the underlying reason. According to our investigation into the 

mediation function, the self-efficacy variable plays a significant part in the connection between age 

and security-related behaviors. This suggests that younger users, potentially due to their reliance on 

automation, may exhibit lower levels of self-efficiency related to mature handlers. Additional 

qualitative and quantitative research is required to determine the elements contributing to age 

disparities and the significance of effectiveness, as revealed in this study. These observations may 

provide valuable guidance for future treatments' design to promote more secure behavior. 

Limitations of the current study are discussed and suggestions for further research are offered. 

To begin, although we did have various ages represented, most of our participants were younger 

than 45. Hunsaker and Hargittai [7] advocate splitting up the older adult population into more 

specific age ranges in future studies (e.g., [63] divides people into three groups: “55–64” years old, 

“65–79” years old and “80–97” years old). Further group inequalities and more complicated 

correlations (patterns like the U observed in [26]) may become apparent with more thorough research 

of older age groups. Researchers at [56] found that people over the age of 59 were more susceptible 

to phishing, which might be further evidence of the U-shaped nature of this connection. Second, we 

acknowledge that this paper is inadequate for the reliability of self-reported data and advocate for 

using experimental and/or observational methodologies in future studies. In conclusion, it is worth 

noting that the participants in our study were using an online platform, which suggests they may 

possess a greater degree of technical proficiency than the broader community (as reported for m-Turk 

users; see, for example, [20]). It is essential to remember that they cannot reflect all people who utilize 

information and communication technologies.  

It's interesting to note that we didn't find any indication of gender disparities in any 

cybersecurity behaviors people engage in. There was a considerable gap in the levels of computer 

self-efficacy between men and females, with males achieving much greater levels than girls. This 

should not be surprising, given that this pattern has been consistently documented in the literature 

[64]. The computer self-efficacy measure [40] is believed to assess self-efficacy specifically about 

activities often associated with higher confidence levels among males. This phenomenon arises from 

the observation that the level of self-efficacy may vary depending on the specific circumstances in 

which it is assessed [36]. Furthermore, as previously said, self-efficacy pertains to an individual's 

beliefs about their capacity and it may not necessarily reflect actual differences in skill or achievement 

[65, 69]. However, it is crucial to note that our findings contradict the existing research indicating a 

potential reduction in gender disparities in perceptions of computer self-efficacy in recent years [66]. 

Furthermore, it was found that male participants had significantly greater overall resilience. This 

finding aligns with earlier research studies [67]. Prior research [68] has shown that disparities in self-

perception and cultural constructions of "masculinity" might account for the higher levels of resilience 

reported by men. 
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5. Conclusions   

This study aims to examine dissecting generation gaps in cyber security practices, emphasizing 

the need to adopt a detailed and context-specific methodology to discover such variations. It cautions 

against generalizing the vulnerability of a particular age group as uniformly higher in terms of cyber 

security risks. The present study observed that older participants tended to engage in behaviors such 

as creating safe passwords, regularly upgrading their gadgets and actively monitoring potential risks. 

In contrast, participants were less likely to take measures to protect their devices to prevent 

unauthorized access, such as bolting the mobile or computer display.  

We give several suggestions for new lines of inquiry that may be taken up in the future to 

investigate further the influence that age, self-efficacy and resilience have on cybersecurity behavior. 

Despite gender differences in self-perceived computer self-efficacy (comparable to [65]) and general 

resilience, no gender differences were found in cybersecurity practices. Based on these findings, it 

seems that gender does not play a part in the motivations behind cybersecurity conduct. This lends 

some credence to the research conducted by [56], which discovered that there were no gender 

differences in susceptibility to phishing across most of their conditions (Apart from banking phishing 

emails, it was found that males exhibited more sensitivity). It should be highlighted, however, that 

the research that has been done thus far on gender differences has produced contradictory results. 

For example, a study by [65] revealed significant disparities in cybersecurity behavior across genders, 

indicating the need for more research to explore the potentially intricate impact of gender.  

The correlation between age and security behavior was impacted by computer effectiveness in 

three of the four behaviors, except device securement. This suggests that elderly users' failure to 

safeguard their devices might be attributed to several factors, such as a perceived low danger of 

physical access by hostile individuals and a deliberate decision to provide access to family members. 

Additionally, it was shown that general resilience had a mediating role in three of the four behaviors 

examined and acted as a moderator in the case of the fourth behavior, namely proactive risk 

assessment. The correlation between age and proactive checking had the highest magnitude among 

those who scored high on resilience measures.  

It is suggested that this phenomenon may indicate a transition from an optimistic bias seen in 

younger users to the acquisition of acquired experience and subsequent development of defensive 

mechanisms in older users. This statement aligns with a study by [65], which concluded that younger 

individuals exhibit lower awareness of cyber threats. Additionally, another study by [56] highlights 

that acquiring knowledge via experience is a significant determinant of secure behavior in the context 

of phishing attacks. The need to assess cybersecurity behavior variations at a more nuanced level is 

emphasized, as this has significant implications for the future design and implementation of targeted 

cybersecurity interventions and the formulation of policy and practice.  
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